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ABSTRACT

Although signicant progress has been made in face anti-

spoong, current methods can only achieve satisfactory re-

sults under intra-dataset settings. In other words, they tend

to perform poorly when suffering from unseen attacks. Pre-

vious methods try to extract a common feature space from

multiple domains, but this idea is inefcient due to the enor-

mous distribution difference among training domains. Unlike

previous methods, we assume that the data distribution of the

target domain will be similar to one of the training domains.

Based on this hypothesis, we draw on the idea of ensemble

learning and propose a generalized framework with multiple

domain-specic modules. Given a test sample, the proposed

framework allows it to dynamically choose which module to

use based on its similarity to the training domains. In ad-

dition, we employ GCBlock to better mine face depth infor-

mation for auxiliary supervision. Since fake information is

spread throughout the image, we further introduce DropBlock

to avoid overtting. Extensive experiments on four public

datasets show that our approach is practical.

Index Terms— Face Anti-spoong, Ensemble Learning,

Domain Generalization

1. INTRODUCTION

With the progress of science and technology, face recognition

technology has been widely applied in our daily lives, such

as access control systems, smartphone unlock, and account

login. However, the indiscriminate use of face recognition

technology has also brought about many security risks. A

variety of presentation attacks (e.g. print attack, video replay,

3D mask attack) make face recognition systems extremely

vulnerable. Researchers have proposed various approaches

to tackle the above issue, roughly divided into texture-based

and temporal-based methods. Texture-based methods aim to

exploit differences in appearance between real and fake faces

such as color [1], distortion cues [2], etc. Temporal-based

methods are proposed to discover distinguishing features

from consecutive frames, such as rPPG [3, 4].
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Although current methods can achieve satisfactory per-

formance in intra-dataset experiments, they cannot general-

ize well in cross-database experiments. This limitation is be-

cause the intrinsic distribution discrepancy of the training and

test domains is large, and existing methods tend to discover

dataset-biased cues. As a result, previous models do not have

good generalization performance in application.

Quite a few methods attempt to exploit domain adaptation

(DA) to make the models generalize well to unseen scenarios

such as [5]. However, DA assumes that the training process

can access the target domain data, which is unrealistic be-

cause we do not know what kind of attacks the security sys-

tem will encounter. Based on the above discussion, we regard

face anti-spoong as a domain generalization (DG) problem.

Compared with DA methods, DG aims to extract domain in-

variant features frommultiple source domains without access-

ing target domain data. For example, Shao et al. [6] proposed

a multi-adversarial discriminative deep domain generalization

framework to learn a generalized feature space. Jia et al. [7]

developed a single-side domain generalization framework to

make the features of real faces indistinguishable.

Inspired by Mancini et al. [8], our work aims to address

the problem of domain generalization for face anti-spoong

in an ensemble-learning framework. For face anti-spoong,

those features unique for each domain are as important as

those domain invariant features. However, traditional meth-

ods focus more on extracting domain invariant features, mak-

ing some private features important for classication aban-

doned. To fully leverage the information from multiple train-

ing domains, we assume that the data distribution of the test

domain will be more similar to that of one of the training

domains. In such a case, it will be unnecessary to balance

multiple training domains for extracting domain invariant fea-

tures, which is extremely difcult. Specically, we incor-

porate several domain-specic modules in our proposed net-

work. Each module focuses on learning knowledge from one

specic training domain without considering the other do-

mains. Given a test sample, we rst estimate its similarity to

each training domain and then fuse features from all modules

by different similarity weights. In addition, we utilize face

depth information as auxiliary supervision to explore more

discriminative information following [4]. Furthermore, we

nd that it is not enough to establish depth maps by only con-

volution. Global context is also needed. Therefore, we inte-
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Fig. 1. An overview of our framework. The right half shows the network structure of our depth estimator, where we utilize

bilinear interpolation for upsampling and then reduce the number of channels to 1 by multiple convolutions.

grate GCBlock in our framework, hoping to better mine depth

information. Considering that fake information may exist in

the entire image, DropBlock is further introduced to avoid

overtting.

2. METHOD

2.1. Problem Statement

This paper aims to develop a generalized face anti-spoong

framework to cope with various unseen attacks. Suppose we

have access to N source domains in the face anti-spoong

task, denoted as D = [D1, D2, ..., DN ] from two categories

corresponding to attack and real, resp. Our work aims to ex-

tend the knowledge gained from multiple source domains to

any unknown target domain without accessing the target do-

main. To this end, we randomly divide N source domains

intoN−1 training domains and one test domain. And we de-

note with {(xi, yi, di)}
M
i=1

all training images. Here, xi is an

image, yi = 0/1 is the label of attack/real, di ∈ {1, ..., N − 1}
indicates the domain that this image belongs to, M denotes

the total number of training samples.

2.2. Ensemble Learning Network

Because of the distribution discrepancy among training do-

mains, it is tough to align features from different domains.

According to the assumption in the introduction, we conjec-

ture that the similarities of the test domain to different training

domains are different. In other words, we should give higher

weights to training domains with higher similarities. In con-

sideration of this, we design a neural network with multiple

domain-specic modules corresponding toN−1 training do-
mains, and leverage a parallel branch to estimate their cor-

responding similarities. The outputs of all domain-specic

modules can then be fused with different similarity weights.

2.2.1. Similarity Calculation Module

Therefore, calculating the similarity weight between the test

sample and each training domain is of the utmost importance.

Fortunately, we have access to domain labels of images during

the training phase, so we incorporate a parallel domain predic-

tion branch into the network to identify which domain each

sample belongs to. The domain prediction branch can map

each input image to a weight vector wi = [wi,1, ..., wi,N−1]
T

where 0 < wi,j < 1 and
N−1

j=1
wi,j = 1. Simply, we

treat the optimization of this branch as a multi-classication

problem with N − 1 classes. Following [9], we adopt the la-

bel smoothing trick for the optimization. To be effective, we

choose the complete Resnet50 [10] as the backbone and learn

wi by the following cross-entropy loss:

Ldom =−

M

i=1

((1− ϵ)
N−1

j=1

j=di
logwi,j

+
ϵ

N − 1

N−1

j=1

j ̸=di
logwi,j)

(1)

where ϵ controls the strength of the condence penalty, is

the indicator function.

2.2.2. Feature Fusion Module

Specically, we rstly feed samples into a feature extractor

(denoted as F ). For simplicity and efciency, we choose the

rst three layers of Resnet50 as the feature extractor shared

by all training domains. Afterwards,N − 1 different domain-

specic modules (denoted as {Ej}
N−1

j=1
) are designed to ex-

tract corresponding domain-specic features from the output

of F . Since features from different modules have different

similarity weights, we adopt the weighted summation strat-
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egy for feature fusion:

zi =
N−1

j=1

Ej(F (xi))wi,j (2)

With the fused feature zi, we further use 3 × 3 convolution

and Global Average Pooling (GAP) to get corresponding log-

its from which we compute the predicted score vector ŷ by

softmax. In the same way, we smooth the labels and calculate

the cross-entropy loss Lcls based on the binary class labels yi:

Lcls =−

M

i=1

((1− ϵ)

2

j=1

j=yi
log ŷi,j

+
ϵ

2

2

j=1

j ̸=yi
log ŷi,j)

(3)

2.3. Depth Estimator and GCBlock

Suppose the vanilla ensemble-learning framework is applied

to face anti-spoong with only the supervision of binary class

labels. In that case, we might get unsatisfactory performance

since there is no guarantee that every domain-specic branch

will be optimized well. An imbalance in the domain size may

lead to instability. For example, the branch with less train-

ing data may be poorly optimized. In addition, if similarities

of the test sample to all the training domains are actually not

high, the vanilla ensemble-learning network will still have a

risk of being biased and arbitrary. With these issues in mind,

we further exploit face depth maps for auxiliary supervision.

As shown in Fig. 1, a depth estimator (denoted as D) is de-

signed to estimate face depth information. In order to obtain

ground truth depth labels of real faces, we use PRNet [11] to

estimate the depth map. For fake faces, we set all values of

the depth map to zero.

Note that unlike binary classication supervision, depth

supervision pays more attention to global information than lo-

cal texture information. Therefore, we add GCBlock [12] to

each domain-specic module to well model the global con-

text. It should be noted that GCBlock can not only model the

global context but also stay lightweight. Finally, we use L2

loss for constraint and optimization:

Ldep =

M

i=1

||D(zi)− Ii||
2 (4)

where zi indicates the outputs of the feature fusion module,

Ii is the pre-calculated face depth maps of input face images.

2.4. Regularization Method and Loss Function

Given the particularity of face anti-spoong, we notice spoof

cues typically exist in all image positions. Instead, neural

networks may focus on obvious features and ignore subtle

clues. Moreover, we want our network to focus on neither

face identity information nor leftover background informa-

tion. To this end, we incorporate DropBlock [13] as a regu-

larization method in our framework. Different from Dropout

[14], DropBlock masks out local block regions by a certain

probability such as eyes.

Integrating all things mentioned above together, the objec-

tive of our ensemble learning network for face anti-spoong

is:

L = Lcls + Ldep + λLdom (5)

where λ is the balanced parameter.

3. EXPERIMENTAL SETUP

3.1. Databases

Following [7], we utilize four public databases to evaluate our

model: OULU-NPU [15] (denoted as ”O”), CASIA-FASD

[16] (”C”), Idiap Replay-Attack [17] (”I”), and MSU-MFSD

[2] (”M”). Then, we randomly select three databases as train-

ing domains and the remaining as the target domain to evalu-

ate the generalization ability of the proposed model. Finally,

we have a total of four test tasks: O&C&I to M, O&M&I to

C, O&C&M to I, and I&C&M to O. In this case, we can sim-

ulate complex domain shift scenarios in the real world to the

greatest extent possible.

3.2. Implementation Details

We choose Centerface [18] for face detection and face align-

ment, and rst resize all detected faces to 224 × 224. We

use only one frame randomly selected from each video for

training while two frames for test. The SGD optimizer with

momentum of 0.9 and weight decay of 5e-4 is utilized for

training. The balanced coefcient λ,learning rate and ϵ are set

to 0.5, 0.01 and 0.1, resp. Following [6], we choose the Half

Total Error Rate (HTER) and the Area Under Curve (AUC)

as the evaluation metrics. To be specic, HTER is half of the

summation of false acceptance rate and false rejection rate. It

is important to note that while DropBlock can make the net-

work discover as many clues as possible, it may bring about

some instability due to the random erasing operation (with a

probability of 0.35). To this end, we repeat all experiments

ve times and take their average as the nal result.

4. RESULTS

4.1. Comparison with State-of-the-art Methods

We compare the proposed network with several state-of-the-

art methods including Image Distortion Analysis (IDA) [2],

Color Texture [1], Auxiliary [4], SSDG-M [7] and MADDG

[6]. In addition, two meta-learning approaches are also se-

lected for comparison: RFM [19], SDA [20]. For Auxiliary
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